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1. Purpose

1.1  This purpose of this notice is to tell you what you can expect when the
Professional Standards Authority (the PSA) collects personal data. It includes
information we collect about:

e Job applications and recruitment

e Information about our staff

e Expense claims

e Complaint/share your experience information

e Information in relation to a subject access request of Freedom of
information request

e Visitors to our website

e People who subscribe to our newsletter

e People who respond to a consultation/call for information
e Information regarding people who attend our events

e Information regarding fitness to practise cases

e Performance review.

1.2  We are committed to safeguarding the privacy of your personal data. Your
personal information will be held strictly in accordance with the Data Protection
Act 2018 and the General Data Protection Regulation.

1.3  We will only collect the minimum information necessary to meet our stated
purposes and this will be held securely in electronic format. Where information
is sent physically, it will be scanned electronically, and hard copies destroyed
securely in line with our retention and disposal policy.

1.4 If there is a specific need to retain an original or hard copy this will be stated
clearly in section 3 of this policy.

2. The Data Controller

2.1 The PSA is the Data Controller for any personal data you give to us. Suzanne
Dodds is our Data Protection Officer. Suzanne’s contact details are:

Suzanne Dodds

Professional Standards Authority
16-18, New Bridge St,
Blackfriars,

London,

EC4V 6AG

Telephone: 0207 389 8025
Email: Suzanne.dodds@professionalstandards.org.uk



3. The personal information we hold

Job applications and the recruitment process

What information we collect?

3.1 The PSA s (unless otherwise stated) the data controller for any information
collected during the recruitment process.

3.2  We collect personal details including name and contact details, previous
education and employment experience, referees and any other relevant
information regarding your suitability for the role. You do not have to provide us
with the information requested either at the application or interview stage.
However, if you do not it may affect your application.

3.3 We will also ask you for information in relation to any disabilities. You do not
have to provide us with the information requested. This will not affect your
application.

3.4  We will request information regarding equality, diversity and inclusion (EDI).
This will be on a voluntary basis and the form is detachable if people wish to
post it anonymously. This will not affect your application.

Why we collect it?

3.5 The information collected during the recruitment process will only be used to
process the application or to fulfil legal or regulatory requirements.

3.6 Information regarding disabilities will be used to consider the application under
the guaranteed interview scheme or to make reasonable adjustments to assist
you during any interview.

3.7 EDI data is collected for the purposes of reviewing our recruitment processes to
ensure that they are open and fair, we use the data to ensure we are reaching a
wide range of people and to review our recruitment approach to ensure that it is
inclusive.

Do we share it with anyone?

3.8 We do not share information collected during the recruitment process with third
parties or store it outside the EEA.

3.9 We ask for applications to be sent directly to our HR team who have
responsibility for long listing. Shortlisted applications will also be shared with the
internal recruitment panel.

3.10 Contact details, disability information and EDI information will be removed from
the application before it is shared with the internal recruitment panel. However,
they will be informed if you have applied under the guaranteed interview
scheme in order to take this into account. It may be necessary to share details
of reasonable adjustments requested for candidates selected for interview with
the internal recruitment panel for the purposes of carrying these out.

3.11 This information will be recorded anonomously using a spreadsheet once
entered the data will not be identifiable, no one outside of the HR team will ever
have access to identifiable data and this will be securely destroyed as soon as it
is entered into the system.



3.12 Information collected during the recruitment stage is collected for the purposes
of assessing suitability for the post and to contact applicants whose application
is being progressed.

Information about our current and former staff

What information we collect?

3.13 The PSA is (unless otherwise stated) the data controller for any information held
about our current and former staff.

3.14 We hold the following information:
e Name and contact details
e Emergency contact details

e Proof of identity — we will ask you to bring original documents and we will
take copies

e Reference information

e Bank details

e National insurance details
e Pension information

e Information regarding absences including sickness absence and family
leave including Fit notes and MatB1 forms

e Occupational Health information — there is no compulsory requirement for
staff to attend OH. However, should you refuse to attend or release the
information the PSA when asked then the PSA may need to reach a
conclusion based on incomplete information. You will be given the
opportunity to view the information before it is sent to the PSA

e EDI data (optional).

Why we collect it?

3.15 Your name and contact are held for the purposes of contacting you. This will
only be used where there is a contractual necessity to send you information
such as payslips or information about business continuity events.

3.16 Your emergency contact details are held so that we know who to contact in the
event you have an emergency at work.

3.17 We are required by law to confirm your identity and proof of your right to work in
the United Kingdom.

3.18 We hold references from your previous employer to determine your suitability
for the role.

3.19 We hold bank details, national insurance details and pension information for the
purposes of payroll. This is to ensure you are paid, are paying the correct NI
contributions and pension contributions or to show that you have opted out and
should not be paying pension contributions.

3.20 We collect information regarding absences to ensure that your statutory rights
are protected including payments and leave.



3.21 We will use any medical information we are sent for the purposes of making
reasonable adjustments.

3.22 We will use EDI data for the purposes of;

e To ensure we are meeting our obligations under the Public Sector Equality
Act Duty and enhance equal opportunities

e To allow us to identify any gaps in our approach to EDI in the workplace
which will allow us to ensure that every employee has the same access to
training, development and other opportunities

e To allow us to plan ahead such as allocating resources and budgets for
things like training and development

e To allow us to identify areas where we are not performing at the level we are
expecting and to use this information to help develop these areas with staff
input such as targeted studies or focus groups and ensure that we enhance
diversity across the PSA.

Do we share it with anyone?
3.23 Information collected regarding staff and former staff is held by the HR team.
3.24 Information relating to payroll or pensions is shared with the finance team.

3.25 Health information where relevant may be shared with your line manager, you
will be asked for your consent before this is done.

3.26 The PSA uses data processors in relation to current and former members of
staff. We have contracts in place with our data processors to protect your
information and to ensure they cannot do anything with it without our
permission. They will not share your information with third parties.

3.27 The PSA’s HR and Payroll services are provided by Frontier. For more
information on Frontier’s privacy notice please see their website
https://www.frontier-ehr.com/our-privacy-policy/

3.28 Occupational health services are provided to us by Capital Medical Services for
more information on their privacy notices please contact
hdavison@capitalmedicalservices.co.uk

3.29 The PSA is a data processor for NHS pensions. This means that we collect and
process the information on behalf of NHS pensions but we do not control the
information. NHS pensions is the data controller. Their privacy notice can be
found here https://www.nhsbsa.nhs.uk/privacy

3.30 The PSA is a data processor for Nest pensions. This means that we collect and
process the information on behalf of Nest pensions but we do not control the
information. Nest pensions is the data controller. Their privacy notice can be
found here
https://www.nestpensions.org.uk/schemeweb/nest/nestcorporation/privacy-
policy.html



Expense claims

What information we collect?

3.31 If you wish to claim expenses from the PSA we request your name, contact
details and bank details. You do not have to provide this information but if you
do not we may not be able to pay your expenses.

Why we collect it?

3.32 This information is collected to pay the expenses and send you remittance
advice.

Do we share it with anyone?

3.33 Personal information regarding expenses is held by the finance team. It is not
shared with any third parties.

Complaint/share your experience information

What information we collect?

3.34 When you make a complaint about the PSA or share your experience about a
regulator or an accredited register either by telephone, email or in writing we will
create an electronic file. This may include file notes of the telephone call or
scanned copies of original documents.

3.35 We will normally securely destroy hard copy documents after they are scanned
in line with our policy on retention and disposal, unless you have specifically
asked us to return the documents, you have included original documents or we
consider the information to be excessive. In these cases, we will return the
documents through secure post explaining the reasons for this.

3.36 The file will normally include the name and contact details of the complainant
and may include the names of any individuals included in the complaint.

Why we collect it?

3.37 If you are making a complaint about the PSA we will use the details you have
provided us with to process the complaint and to provide you with a response.

3.38 If you are sharing your experience about a regulator or accredited register we
may use your feedback to help inform our performance review of the regulator
or our annual assessment of the accredited register. This will be done without
identifying individuals.

Do we share it with anyone?

3.39 It may not be possible to investigate a complaint about an individual member of
the PSA’s staff without disclosing your details to them. This is to allow us to fully
understand the complaint. If you wish to remain anonymous we will try to
respect this but it may mean we are unable to investigate your complaint as fully
as we would like.

3.40 As we do not have the power to investigate individual complaints raised under
share your experience we will not disclose your details to individual parties
mentioned in your comments.

3.41 There may be occasions where we feel that it may be beneficial to contact a
regulator or an accredited register on your behalf. In this case we will contact



you setting out clearly what we intend to share, who we intend to share it with
and what the purpose of the correspondence is. We will not share this until you
have given us express consent to do so.

3.42 We may also use complaint/share your experience information to compile
statistics such as the number of complaints received but this will not be done in
a way which identifies you.

Information in relation to a subject access request (SAR) or Freedom of
Information request (FOI)

What information we collect?

3.43 We will need to collect your name and a contact address (this could be either a
postal or email address).

3.44 In the case of a subject access request we may request enough information to
verify your identity (see our Individual rights policy for more information).
Why we collect it?

3.45 Your name and contact details are collected for the purposes of contacting you
in response to your request.

3.46 If we require information to verify your identity this will be used solely for the
purposes of ensuring you are entitled to the information.
Do we share it with anyone?

3.47 Occasionally we may need to seek advice from external legal advisers on how
to process your request. We will anonymise FOI requests. However, this may

not always be possible in relation to SAR. This information will be treated in
strictest confidence and in line with our contract with the legal advisers.

3.48 We will publish our responses to FOI requests on our website. However, we will
not publish any identifiable data.

Visitors to our website

What information we collect?

3.49 When someone visits our website, we collect standard internet log information
in relation to how they use the website such as what pages they visit.

3.50 The information is processed in a way that does not identify anyone and we
make no attempt to do so.

3.51 If we do ever want to collect personally identifiable information such as inviting
people to take part in consultations we will make this clear and explain what we
intend to use the information for.

Why we collect it?

3.52 Website information is collected for us to identify what people are interested in
and allow us to improve our website.



Do we share it with anyone?

3.53 We use a third-party site, Google Analytics to collect this information. We don’t
allow Google Analytics to make any attempt to identify users.

3.54 More details about this can be found in our ‘Cookie policy’
https://www.professionalstandards.org.uk/privacy-policy/cookie-policy

3.55 People who subscribe to our newsletter.

3.56 Website captured personal data (PII) use two external platforms for storing
data;

e Dotdigital — this emailing platform is being used to send out the email
newsletter and similar content of significance. Dotdigital stores the PII in the
European Economic Area,

e Submission data is stored on our website content management platform
Sitefinity

What information we collect?

3.57 When you subscribe to our newsletter we ask you to provide us with your name
and email address. We may also ask you to provide your organisation name,
job title, address and telephone number. This information is optional and you do
not have to provide it. However, our newsletter is sent electronically and without
an email address we will be unable to include you on our mailouts.

Why we collect it?

3.58 This information is collected to allow us to send you regular updates about our
work.

3.59 You may unsubscribe from this at any time by emailing
engagement@professionalstandards.org.uk
Do we share it with anyone?

3.60 We do not share details of our stakeholder networks with third parties.

People who respond to a consultation/call for information

What information we collect?

3.61 When you respond to a consultation we ask you to provide us with your name
and email address. We may also ask you to provide your organisation name,
job title, address and telephone number. This information is optional and you do
not have to provide it. However, we may need to contact you to confirm details
and verify information and if we are unable to contact you we may need to put
less weight on your response.

Why we collect it?

3.62 This information is collected to allow us to contact you regarding your
submission and to help us understand more about the backgrounds and sectors
of the people interested on our work.

3.63 We may publish the information you have shared in an anonymised form as part
of our publication/summary of responses.



Do we share it with anyone?

3.64 We do not share personal details of our contributors with third parties. However,
where we are working with a third party to carry out a consultation or where we
need to verify information with a third party such as an accredited register we
may send the information in an anonymised form

Information regarding people who attend our events

What information we collect?

3.65 When you attend our events, we ask you to provide us with your name and
contact details. We may be unable to confirm your attendance if you do not
provide this. We may also ask you to provide your organisation name, job title,
address and telephone number. This information is optional and you do not
have to provide it. However, providing this information will help us to identify
future events that may be of interest to you.

Why we collect it?

3.66 This information is collected to allow us to produce an attendance list for the
event that will assist people in networking and to facilitate communication with
those attending (including the distribution of important information), both in
advance of a meeting and afterwards (e.g. for the circulation of papers, the
slides etc). This also allows us to support management and planning of events
and to inform people of other future events that may be of interest.

3.67 We will also ask your consent to use your contact information to inform you
about our research activity through our academic network. You may
unsubscribe from this at any time by emailing
info@professionalstandards.org.uk.

3.68 We also give people attending overnight at our academic conference the option
of providing an emergency contact number and we may ask you for relevant
health information such as food allergies for health and safety reasons.

Do we share it with anyone?

3.69 We will share your name with the venue the event is being help at to ensure
security are aware of your presence for reasons of safety.

3.70 We may share information regarding food allergies with the venue to ensure this
is catered for.

3.71 We will not share your details with any other third party without your express
consent.

People who consent to being added to our mailing list

What information we collect?

3.1 When you respond positively to a request to receive communications from us,
we ask you to provide us with your name, title and email address. We also ask
you to provide your organisation name, type and geographical remit, job title,
address and telephone number and information about areas of our work which



are of interest to you. This additional information is optional and you do not
have to provide it.

Why we collect it?

3.2  This information is collected to allow us to send you regular updates about our
work. It allows us to share information which is more relevant to your role and
interests and helps us understand more about the backgrounds and sectors of
the people interested on our work. You may unsubscribe from this at any time
by emailing engagement@ professionalstandards.org.uk.

Do we share it with anyone?
3.3  We will not share your details with third parties.

Information regarding fitness to practise cases

What information we collect?

3.4  We hold information about all final fithess to practise decisions taken by the
Health and Social Care regulators and their Fitness to Practise Committees.
The information that we hold includes information about the complaint,
investigations of the complaint undertaken by the regulator (including evidence
and witness statements); records of hearings; and records of the outcome of the
complaint, including details of any formal findings and sanctions imposed
(including warnings).

3.5 We may also hold information about professionals or patients, including medical
records provided as part of a complaint as long as it is relevant to the
investigation.

Why we collect it?

3.6  We collect this information in order to fulfil our responsibilities under section 29
of the NHS Reform and Health Care Professions Act 2002.

3.7 We review every final decision made by the fitness to practise committees of
each health care regulator. If we decide that the decisions do not protect the
public properly, we may refer them to the High Court or Court of Session in
Scotland.

3.8  We may also use this information to create learning points letters that we share
with the regulator.

Do we share it with anyone?

3.9 Most of the information is provided to us by the regulator. Each of the regulators
have their own privacy statements regarding this information.

3.10 We may share this information with our external lawyers when reviewing the
case and deciding whether or not to refer the case to Court. If the case is
referred to Court we will share the relevant information with the Court.

3.11 Where we do not refer a case to Court we may send learning point letters to the
regulator. Very occasionally, we may share information with other bodies such
as the police or those with a responsibility for safeguarding, if we consider that
disclosure is permitted by law and that it would be in the public interest to do so.

9
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3.12 We will publish cases we have appealed on our website.

3.13 We publish all case meeting notes for case meetings held in the previous two
years on our website and all Court Orders. Some of the case meeting notes and
Court Orders have been redacted either where there has been an anonymity
order in respect of court proceedings or to remove the registrant’'s name and
any other details that might identify them

3.14 We redact identifying details from case meeting notes where:

e The fitness to practise committee decided that the registrant’s fitness to
practise was not impaired, and that decision has not been overturned by the
court/another fithess to practise committee

e The fitness to practise hearing was held in private

e The fitness to practise committee imposed a sanction that has an expiry date
and the sanction has expired

e The fitness to practise committee found that the registrant’s fitness to
practise was impaired but did not impose a sanction — we redact the case
meeting note after a six-month period.

3.15 We may occasionally allow researchers access to our database for the
purposes of research in the public interest. All researchers are required to sign
confidentiality agreements before access to the database is granted. Any
published research will only contain anonymised data or personal information
which is already in the public domain.

Performance review and Accredited Registers

What information do we collect?

3.16 As part of our performance review of the regulators and assessment of
Accredited Registers we will look at a selection of cases that were closed at
each stage of the fitness to practise / complaint process.

3.17 This information is assessed either at the regulators/registers premises or our
offices. We have a secure file sharing system in place and we delete the
information from our systems once we have completed the audit.

3.18 We may also consider information sent to us through ‘share your
experience’(see section on Complaint/share your experience information
above).

Why we collect it?

3.19 We collect this information to check on how well the regulators and Accredited
Registers have been protecting the public and promoting confidence in health
and care professionals and themselves.

Do we share it with anyone?

3.20 Our performance review and accreditation assessment outcome reports are
published on our website. We may discuss individual cases or complaints in our
performance review reports, but if so we ensure that we don’t provide
information that allows identification of individuals involved.

10



4.

4.1

4.2

5.1

5.2

5.3

Retention and disposal

The PSA sets out in detail it's procedures for the retention and disposal of
information and the timeframes for this to ensure that we carry this out
consistently and that we document any actions taken.

Full details of how we do this can be found in our retention policy available on
our website or on request from info@professionalstandards.org,uk

What are your rights

The PSA respects the rights of individuals to be in control of their own data.
Subject to some legal exceptions you have the right to:

e The right to be informed

e The right of access (subject access requests)
e The right to rectification

e Theright to erasure

e The right to restrict processing

e The right to data portability

e The right to object

e Rights in relation to automated decision making and processing.

The PSA’s policy on individual rights
https://www.professionalstandards.org.uk/docs/default-source/psa-policies-and-
procedures/staff-policies/data-protection-legislation---indiviudal-rights-
policy.pdf?sfvrsn=650b7220 2 sets out in detail what these rights mean for you,
how the PSA will process them. It also sets out when this applies and how you
can complain about a decision.

We are fully committed to protecting your personal data and ensuring that we
have appropriate technical and physical procedures in place and that are staff
are trained in the relevant policies. If you have any questions about this or in
relation to your rights, please contact Suzanne Dodds:

Suzanne Dodds

Professional Standards Authority

16-18, New Bridge St,

Blackfriars,

London,

EC4V 6AG

Or by email to suzanne.dodds@ professionalstandards.org.uk

11



https://www.professionalstandards.org.uk/docs/default-source/psa-policies-and-procedures/staff-policies/data-protection-legislation---indiviudal-rights-policy.pdf?sfvrsn=650b7220_2
https://www.professionalstandards.org.uk/docs/default-source/psa-policies-and-procedures/staff-policies/data-protection-legislation---indiviudal-rights-policy.pdf?sfvrsn=650b7220_2
https://www.professionalstandards.org.uk/docs/default-source/psa-policies-and-procedures/staff-policies/data-protection-legislation---indiviudal-rights-policy.pdf?sfvrsn=650b7220_2

6. Your data abroad

6.1 The PSA does not current process any personal data outside of the European
Economic Area (EEA) unless the processing requires it (e.g. you have chosen
to contact us using email or communications which route outside of the EEA).

6.2 Inthe unlikely event that the PSA does need to transfer or process data outside
of the EEA we will make every effort to contact you and inform you of the
reasons for this and of your rights.

7. Cookies

7.1 The PSA uses cookies from time to time to track traffic and help us to improve
our user experience. For more information please see our Cookie policy
https://www.professionalstandards.org.uk/docs/default-source/psa-policies-and-
procedures/staff-policies/our-cookie-policy-2013.pdf?sfvrsn=2

8. Links to other sites

8.1 In order to improve your user, experience the PSA includes links to external
sites (such as the Regulators) on our website. We are unable to control the
privacy practices of these sites and therefore we strongly encourage you to
read the privacy statement and understand how they collect information about
you. 12

9. Appendix 1 — Explanation of lawful basis of
processing

9.1 Under the GDPR there are six
lawful reasons for processing;

Lawful basis Reason for processing

Consent You have given us clear consent for to
process your personal data for a
specific purpose.

Contract The processing is necessary for a
contract we have with you, or because
you have asked us to take specific
steps before entering into a contract.

Legal obligations The processing is necessary for us to
comply with the law (this excludes
contractual obligations).

Vital Interests The processing is necessary to
protect someone’s life.
Public task The processing is necessary for us to
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Legitimate interests

perform a task in the public interest or
for our official functions, and this has a

clear basis in law.

The processing is necessary for our
legitimate interests or the legitimate
interests of a third party unless there

is a good reason to protect the
individual’s personal data which

overrides those legitimate interests.
(This does not apply public authority
processing data to perform our official

role.)

10. Document Control

Version Control

10.1 Printed documents are uncontrolled. This document is only valid on the day it

was printed.

Version Status Description of Version Date Completed

1.0 agreed Records Creation and 14/11/08
Mntenance policy

2.0 agreed Updated to reflect changes to 08/05/09
CHRE'’s drive and access rights

2.1 To include new drive — pending
version control changes

2.2 To include new drives 14/08/12

2.2 Changes from CHRE to October 2012
Professional standards
Authority.

1.0 agreed Records Creation and 14/11/08
Maintenance policy

2.0 agreed Updated to reflect changes to 08/05/09
CHRE'’s drive and access rights

2.1 To include new drive — pending | October 2012
version control changes
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Version Status Description of Version Date Completed
Updated August 2014

2.2 Change to drive status’s November 14

3.0 Agreed Proposed changes to February 2017
classifications

3.1 Agreed Addition of further information December 2021
regarding data stored on the
website.

3.2 Agreed Clarification of when EDI data is | March 2022
collected and how it is used

3.3 Agreed Change from Authority to PSA July 2023
and updated address

3.4 Agreed Clarification of AR process and | Sept 2024
update on change of payroll
system provider
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